(W Health Net

Date: July 14, 2020
RE: Protected Health Information
Dear

We are sending this letter to inform you that on June 2, 2020, Health Net learned of an
incident that resulted in a potential breach of your Health Net Protected Health
Information (PHI).

For some background, we work with a company named Magellan, who helps your
providers make decisions about your care. A hacker sent a phishing e-mail to an
employee at Magellan on April 6, 2020. A Magellan employee opened that email, which
gave the hacker access to your information.

Magellan discovered the problem on April 11. Magellan hired a cybersecurity firm,
Mandiant, to close off the hacker’s access and determine if the hacker accessed any
member information.

Magellan also took other action to protect you. Magellan immediately contacted us and
law enforcement, including the FBI. Magellan enhanced its electronic security. Health
Net continues to work with Magellan to assure their work to protect your information is
effective.

After investigating, Mandiant, the cybersecurity firm, notified us on June 2 that the
hacker may have been able to obtain your name and other information, including
treatment information, health insurance account information, member ID, other health-
related information, email addresses, phone numbers, and physical addresses.

The information involved in this incident did NOT include your Social Security number or
other financial information.

We included the “Information about Identity Theft Protection” reference guide to assist
you in making decisions about what action you may choose to take based on what we
have told you.

Please keep a copy of this letter for your records and review documents you receive
from us. If you receive documents for charges or care you did not receive, please
contact us at the phone number below.

Health Net takes the privacy and security of your protected health information very
seriously. We sincerely regret any concern or inconvenience this incident may have
caused you and your family.



For more information, or if you have any questions or need additional information,
please contact us at:

Health Net Health Plan of Oregon, Inc.
PO Box 11756

Eugene, OR 97403

Toll Free: 1-888-802-7001

Sincerely,

Kim Hanson
Compliance Officer
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Information About Identity Theft Protection Guide

Contact information for the three nationwide credit reporting companies is as follows:

Equifax Experian TransUnion
Phone: 1-800-685-1111 Phone: 1-888-397-3742 Phone: 1-888-909-8872
P.O. Box 740256 P.O. Box 9554 P.O. Box 105281
Atlanta, Georgia 30348 Allen, Texas 75013 Atlanta, GA 30348-5281
www.equifax.com www.experian.com www.transunion.com

Free Credit Report. We remind you to be vigilant for incidents of fraud or identity theft
by reviewing your account statements and free credit reports for any unauthorized
activity. You may obtain a copy of your credit report, free of charge, once every 12
months from each of the three nationwide credit reporting companies. To order your
annual free credit report, please visit www.annualcreditreport.com or call toll free at 1-
877-322-8228. You can also order your annual free credit report by mailing a completed
Annual Credit Report Request Form (available from the U.S. Federal Trade
Commission’s (“FTC”) website at www.consumer.ftc.gov) to: Annual Credit Report
Request Service, P.O. Box 105281, Atlanta, GA 30348-5281.

Security Freeze. Security freezes, also known as credit freezes, restrict access to your
credit file, making it harder for identity thieves to open new accounts in your name. You
can freeze and unfreeze your credit file for free. You also can get a free freeze for your
children who are under 16. And if you are someone’s guardian, conservator or have a
valid power of attorney, you can get a free freeze for that person, too.

How will these freezes work? Contact all three of the nationwide credit reporting
agencies — Equifax, Experian, and TransUnion. If you request a freeze online or by
phone, the agency must place the freeze within one business day. If you request a lift of
the freeze, the agency must lift it within one hour. If you make your request by mail, the
agency must place or lift the freeze within three business days after it gets your request.
You also can lift the freeze temporarily without a fee.

Don’t confuse freezes with locks. They work in a similar way, but locks may have
monthly fees. If you want a free freeze guaranteed by federal law, then opt for a freeze,
not a lock.

The following information must be included when requesting a security freeze (note that
if you are requesting a credit report for your spouse, this information must be provided
for him/her as well): (1) full name, with middle initial and any suffixes; (2) Social Security
number; (3) date of birth; (4) current address and any previous addresses for the past
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five years; and (5) any applicable incident report or complaint with a law enforcement
agency or the Registry of Motor Vehicles. The request must also include a copy of a
government-issued identification card and a copy of a recent utility bill or bank or
insurance statement. It is essential that each copy be legible, display your name and
current mailing address, and the date of issue.

Fraud Alerts. A fraud alert tells businesses that check your credit that they should
check with you before opening a new account. As of September 18, 2018, when you
place a fraud alert, it will last one year, instead of 90 days. Fraud alerts will still be free
and identity theft victims can still get an extended fraud alert for seven years.

Federal Trade Commission and State Attorneys General Offices. If you believe you
are the victim of identity theft or have reason to believe your personal information has
been misused, you should immediately contact the Federal Trade Commission and/or
the Attorney General’s office in your home state. You may also contact these agencies
for information on how to prevent or avoid identity theft. You may contact the Federal
Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW,
Washington, DC 20580, www.ftc.gov/bcp/edu/microsites/idtheft/, 1-877-IDTHEFT (438-
4338).

Reporting of identity theft and obtaining a police report. You have the right to
obtain any police report filed in the United States in regard to this incident. If you are the
victim of fraud or identity theft, you also have the right to file a police report.

For Oregon residents: You are advised to report any suspected identity theft to law
enforcement, the Federal Trade Commission, and the Oregon Attorney General.
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Nondiscrimination Notice

Health Net Health Plan of Oregon, Inc. (Health Net) complies with applicable federal civil rights
laws and does not discriminate on the basis of race, color, national origin, age, disability, or sex.
Health Net does not exclude people or treat them differently because of race, color, national
origin, age, disability, or sex.

Health Net:

* Provides free aids and services to people with disabilities to communicate effectively with us,
such as qualified sign language interpreters and written information in other formats (large
print, accessible electronic formats, other formats).

* Provides free language services to people whose primary language is not English, such as
qualified interpreters and information written in other languages.

If you need these services, contact Health Net's Customer Contact Center at 1-888-802-7001
(TTY: 711).

If you believe that Health Net has failed to provide these services or discriminated in another
way on the basis of race, color, national origin, age, disability, or sex, you can file a grievance
by calling the number above and telling them you need help filing a grievance; Health Net's
Customer Contact Center is available to help you.

You can also file a civil rights complaint with the U.S. Department of Health and Human
Services, Office for Civil Rights, electronically through the Office for Civil Rights Complaint
Portal, available at https://ocrportal.hhs.gov/ocr/portal/lobby.jsf, or by mail or phone at: U.S.
Department of Health and Human Services, 200 Independence Avenue SW, Room 509F, HHH
Building, Washington, DC 20201, 1-800-368-1019 (TDD: 1-800-537-7697).

Complaint forms are available at http://www.hhs.gov/ocr/office/file/index.html.

Health Net Health Plan of Oregon, Inc. is a subsidiary of Health Net, LLC. Health Net is a registered service mark of Health Net, LLC.
All rights reserved.
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English

No Cost Language Services. You can get an interpreter. You can get documents read to you and some sent to you in
your language. For help, call us at the number listed on your ID card. Employer group members please call
1-888-802-7001 (TTY: 711).

Ambharic
h&? eAAD: P£7P AT ADTCATY 997 Al A1ST WTSHIBAP 99829 P AN : hCBF A9 5T
e Jo¢f AL PAD-T RTC LLD-(:: havh\h¥f 1-888-802-7001 (TTY: 711) LLM-::

Arabic
e W Joail acluall e Jguanll ll 5o 5 jia Gliy e Jpamnl) iy 558 an sie o sl Sl dlase 42l clard
(TTY: 711)1-888-802-7001 il ole Juai¥) Jaall laal e gane elimne (a oa s o sell Gy e 35 pall 1

Chinese
REES IR - EEI{EHOESR - E05H AR A SISAA I - RS - SFRERg &+ LA
T EEEEIE IR T MIRAE - B X RSN S35 EEE 1-888-802-7001 (TTY : 711) -

Cushite (Oromo)

Waa Lacag la’aan Adeegyada Luuqada. Waxaad heli kartaa turjubaan. Waxaad heli kartaa in
waraaqaha laguu agriyo. Wixii caawin ah, naga soo wac lambarka ku qoran kaarka Aqoonsigaaga.
Xubnaha kooxda badrooniga fadlan soo wac 1-888-802-7001 (TTY: 711).

German

Kostenloser Sprachendienst. Dolmetscher sind verfiigbar. Dokumente kénnen Thnen vorgelesen
werden. Wenn Sie Hilfe benotigen, rufen Sie uns unter der Nummer auf Threr ID-Karte an.
Arbeitgeber-Gruppenmitglieder rufen bitte unter 1-888-802-7001 (TTY: 711) an.

Japanese

BEOSFHEY— VA, @iRE ZFIHWEZT E4, XEEBHEALET, EHAMERESE, 1D
A= RIZRREN TV DHE S ETHEE ZEV, BHELZIE UFERRRO A o 3—D i3
1-888-802-7001 (TTY: 711) F TEEHLZE U,

Korean

T3 o] AH) 2, Y AH|AE 9S8 = gFUT T4 G5 AHjAak 9o 4= 9l
Ewg dsA A, BE Do 5E HER dgE] AL 85 1 7FA A
1-888-802-7001 (TTY: 711) o= Aslsl] FAA L

ke 2

Sh
Mo

Cambodian (Khmer)

UM ANENWRARMG Y HAMGEGIUMSHAUMUMUIGD HANGANTIRMSRANGHA
AENUGSW aEnRsHIbngmuitsinegIlNiR U SISTbM A UgSUHA
AUNEATRINGR AUSASHSTIS 1-888-802-7001 (TTY: 711)

Laotian

Snauwagd@en. NIFWINSGEWIRN0. nauaiwanstneauenya lomayil
9to. Wetaowzoudie, naﬁ@nﬁmmﬂwancgﬁ‘t5muLﬁzﬁﬁg‘j}‘fnﬁmu“ﬁﬁaaagzﬁw.
mmﬁn;&umaéqg neguatnad 1-888-802-7001 (TTY: 711).
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Punjabi

et B3 TE@mi 37 AT’ 3H fd g9 Y3 dd Aae JI 33 B8 TA3RH U3 7' Ha< Ia
HEE B, 393 WES (ID) 3938 ‘3 iE3 699 3 A 26 3| Irarae's' digy © Ae A, fagur a9
1-888-802-7001 (TTY: 711) ‘3 2& I3

Russian

BecnuatHasi nomolpb nepeBoiunKoB. Bl MoXkeTe NosyYnTh MOMOILbL YCTHOTO NepeBoAunKa. Bam
MOTYT TPOYUTATH JOKYMEHTbI. 3a MOMOLBIO 0OpalaiiTeCh K HaM 110 TeseOoHy, TPUBEICHHOMY Ha
Balleil WCHTU(UKALMOHHON KAPTOUKE YYaCTHUKA Mu1aHa. Ecim Bbl yYaCTHUK KOJIJIGKTUBHOTO TUIaHA,
npejocTaBisieMoro paborogarenem, 3souure 1o tenedony 1-888-802-7001 (TTY: 711).

Spanish

Servicios de idiomas sin costo. Puede solicitar un intérprete. Puede obtener el servicio de lectura de
documentos y recibir algunos en su idioma. Para obtener ayuda, llamenos al nimero que aparece en su tarjeta
de identificacién. Los afiliados del grupo del empleador deben llamar al 1-888-802-7001 (TTY: 711).

Tagalog

Walang Gastos na Mga Serbisyo sa Wika. Maaari kayong kumuha ng isang interpreter. Maaari ninyong
ipabasa ang mga dokumento. Para sa tulong, tawagan kami sa numerong nakalista sa inyong ID card. Para sa
mga miyembro ng grupo ng employer, mangyaring tumawag sa 1-888-802-7001 (TTY: 711).

Ukrainian

Besnnartui nocayru nepeknagy. Bu MoxkeTe cKopUCTyBaTHCS MOCTyraMu nepekiajada. BaMm MoXKyTh npounTaTi
Bati jokymeHTu. 1106 orpumarty onomory, TeneoHyiTe Ham 3a HOMEPOM, SIKMIA BKa3aHWI Ha BaIlIiil
inenTudpikauiitniil kaprui (ID). YyacHuKiB rpynoBoro cTpaxoBoro riaHy Biji paue/aBLs MPOCUMO TellepOHyBaTH 3a
HomepoM 1-888-802-7001 (TTY: 711).

Vietnamese

Céc Dich Vu Ngon Ngit Mién Phi. Quy vi ¢6 th€ ¢6 mot phién dich vién. Quy vi c6 the yéu ¢ dwoe doc cho
nghe tai liéu. P& nhan tro gitp, hay goi cho ching toi theo s&” dworc liét ké trén thé ID cua quy vi. Cdc thanh
vién thudc chwong trinh theo nhém ctia chi st dung lao dong vui long goi s6” 1-888-802-7001 (TTY: 711).

Health Net Health Plan of Oregon, Inc. is a subsidiary of Health Net, LLC. Health Net is a registered service mark of Health Net, LLC.
All rights reserved.
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